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K-12Schools  emmmmeeeeee .
- Building Assets/Floorplans H
- School Profile

- Administrator Contacts

- Response Procedures

Community Colleges

- Campus location

- Building Populations
- Response Procedures

State Government

- Building Contacts

- Building Assets/Floorplans
- Building Populations

- Response Procedures
Dams

- Inundation Data

- Dam Profile

- Estimated Impacts

= Event Action Plans A
- Notification Flow Charts v
Universities

- Campus location

- Building Assets/Floorplans
- Building Populations

- Response Procedures
Prisons RISK MANA
- Prison location DA
- Building Assets/Floorplans
- Contact Information A
= Response Procedures :

Hazardous Materials — High and Intermediate
- Storage / Generation location

- Building Floorplans / Location of Materials

- Contact Information

- Hazardous Materials - Profile

- Response Procedures

Homeland Security — Special Events / Gatherings
- Building Floorplans / Line of Site

- Contact Information

- Tactical- Profile

- Response / Recovery Procedures
Hospitals / Health Care Facilities

- Building Floorplans

- Contact Information

- Patient / Care - Profile

- Response / Recovery Procedures
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Airports

- Building Floorplans

- Contact Information

- Tactical- Profile

- Response / Recovery Procedures
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School Risk Management Plan (SRMP)
Progress

Progress to date includes:

o Initial meetings for 115 school districts;

o Acquisition of all floor plans for all 2,400 schools (15,000 floor
plans);

o Establishment of 240,000 assets within school buildings;

o School Risk Management Planning Tool — In Production;

o Generated / replicated 2,000+ school risk management plans
o 65% of schools have a district approved plan
o 35% have state approved Plan

o 2nd meeting to train the Plan Authors
o 67% of school districts trained.
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Higher Education Risk Management Plan
(HERMP) Progress

Progress to date includes:
o Acquisition of floor plans for 15 of the 16 university systems including all
campuses;
o Missing one which we are in the process of getting.
o Higher Education Risk Management Planning Tool — In Production;
o Working through the policies with each university for the planning tools.
o Floor plans for all university buildings are available for first responders.

o Acquisition of floor plans for 55 of the 58 community colleges including all
campuses;

o Missing 3, that we are working with.
o Have provided training to 30 Community Colleges
o Have Provided access to 40 Community Colleges
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HERM Plan

Higher Education Risk
Management Plan
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https://sera.nc.gov/hermp/

Higher Education Risk Management Plan

HIGHER EDUCATION RISK MANAGEMENT PLAN el

The University of Morth Carolina at Greensboro (v}

Table of Content . . . Comments ()
institution Profile: =y

The University of North Carolina at Greensboro

“ 9 Institution Plan

g nstitution Profile [ PlanDraft | [3 Published Plan

» I Institution Contacts

) Institution Address Institution Photo nstitution Logo
2 External Operations and
Staging
Address:
® Publish Institution Plan ) Use the tools below to Use the tools below to
1400 Spring Garden 5t, Greensboro, NC 27412 upload an image of the upload an image of the
4 Building Plans by Campus building building
UNCG Main Campus
Off-Campus Buildings Institution Population Upload Image: (Acceptable Upload Logo: (4cceptable File
- File Types: jpg, jpeg, png) Types: jpg, jpeg, png)
Ga
R Students: Staff: Select files... Select files...
] 0
Faculty: Campus Police / Security:
]
0

Plan Section Progress

3 Not Started ) In Progress () Complete
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Higher Education Risk Management Plan

HIGHER EDUCATION RISK MANAGEMENT PLAN e

The University of North Carolina at Greensboro (v]
Table of Contents

» O Institution Plan

Comments 0

Building Assets: © . { | | \

> Building Plans by Campus Building Access

4 9 1100 West Market Street

Interior Building Locations

9

4 O Building Profile o

N Classroom Gymnasium  Kitchen
O Building Summary

® Safety Planning ® (]

8| Building Assets Locker  Main Office Media
Room Room

@ Other Information

» O Building Contacts o e o
Medical Other Office  Severe
» O Response & Recovery Office Weather
Shelter
® publish Building Plan
AL
5] (%) )

Special Specialty | Storage/Clo
Needs Room/Lab set
Classroom

Interior/Adjacent Utilities
Interior Fire Safety

—
=
Interior Hazardous Materials

Interior Safety
Incident Staging -

Plan Section Progress
) Not Started _ In Progress () Complete
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HERMP: Final Plan

» Contributors submit
completed plans to Author

 Online review comments
and responses stored

« Plan approval and
finalization

School Safety Plan

Brier Creek Elementary School

9801 Brier Creek Pkwy, Raleigh, NC
Wake County Schools

»

Principal James Hull 919-555-1212 (Office)
919-555-1212 (Mobile)
Assistant Principal Tom Jones 919-444-0987 (Office)

919-444-0987 (Mobile)

« PDF Export and Archival
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1 Introduction

The Brier Creek Elementary staff, students and parents, and community leaders are committed to providing the safest
environment possible. We recognize the possibility of a hostile attack, sabotage, or other violent action, as well as
disaster/crisis resulting from fire, natural causes, or acts of school violence. As a public institution of learning, this county
realizes the importance of and need to mitigate, provide for, and respond to emergency situations. The School Risk
Management Planning Tool provides a framework in which the school can plan for and perform its respective emergency
functions during school crisis situations. It is further designed to assist the staff in following procedures with the greatest
possible speed and safety. Regardless of the prescribed procedures, training, and instruction, we acknowledge that the
sound judgment of the administration and staff is an integral part of safety management. The safety and well-being of our
students, staffs, and community members are of the utmost importance.

1.1 Concept of Operations

Any incident occurring on Brier Creek school grounds while staff and students are present will be responded to initially by
school personnel. The staff is expected to take charge and manage the incident until it is resolved or until the command
is shifted to someone more qualified with legal authority to take command. In an incident the Principal or designee will
activate the Crisis Management Plan. The principal or designee will contact the superintendent.

1.2 Organization and Assignment of Responsibilities

Brier Creek operational organization will facilitate the response to an incident. It contains information on the kinds of
tasks to be performed by position and organization. It is essential that roles are known and accepted by staff members so
smoother, more productive results will be achieved during an emergency.

Role Responsibility

Principal Provides for safety of students on daily basis. Coordinates response efforts with the Central
Office/Superintendent's Office. As needed, delegates responsibility for certain tasks to
qualified individuals.

School Resource Officer  The SRO at Brier Creek will facilitate communications.

Superintendent Reports to the Principal to perform duties not directly involved in the supervision of students.
Assistant Principal Provides for safety of students on daily basis.

Child N on Supervisor Provide food and water/drink as needed and perform other duties as needed.
Transportation Supervise the care of students if an emergency/disaster arises while students are on buses
Coordinator Transport students as directed.

Maintenance Supervisor  Survey and report the condition of the building(s) and grounds to the Principal. During an
event, report damage to the Incident Commander and manage all necessary shutoff valves,
provide damage control as needed, and assist in the use and disbursement of supplies and
equipment.




:‘ STATE EMERGENCY RESPONSE APPLICATION

Dam Inundation
Progress

Progress to date includes:
Approximately 1500 high hazard
dams in the state.

are currently in the system;
o All Finalized dams are In Production;
o Inundations include

- Raster showing inundation
- Timing of road impacts, with depth of flooding

- Number of structures with depth of flooding
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Blues Creek Dam- Rockingham County

STATE EMERGENCY RESPONSE APPLICATION Welcome GTM User
CATEGORY COUNTY DAM NAME
Dams €2 Rockingham €3  Duke Energy Belew's Lake (v ]
ey oo
ey 4

Duke Energy Belew's Lake DIRECTIONS W
N

ROCKI-236

Riser/Barrel

NC05942

Full Pond, Overtopping
Failure. 100-yr baseflow

160 ft.
45 ft

725 ft.

Tributary to Dan River
36.32

-80.0244

Buildings
RESPONSE
ON-SITE DIRECTIONS I-l E}{DOI’t to Excel
: (\ Arrival Time a
4 \ Road Name T Impacted Length (mi) Y| (min) T
Browder Farm Rd Q 0.02 -86888
Friendship Rd Q 0.01 -B888
NC-8 Q 0.04 -5888
Birch Rd Q 0.01 52
Unnamed Road Q 0.03 577
.
n 2/3lals|_[»]»

RESPONSE

.
m North Carolir Ikttt
G Nk
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SERA

Schools Emergency Response
Application
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SERA: Purpose

A web-based application designed to assist emergency

responders and public safety officials as they efficiently
respond to hazards and threats at North Carolina Public
Schools K-12 and campus facilities

Displays campus, buildings and floor plans (including
multi-floor buildings) and key asset locations (exit
locations, power, fire safety, knox box locations,
data/communications, gathering points, etc)

North Carolina Emergency Management
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SERA: Functionality

A service through NCEM’s Schools Emergency Response Application (SERA) web-based application
Secure login with NCID Credentials

Editable asset information available on laptops, smartphones & tablets

- Conferences [ ncaug © Dashboard - 123Cor G GOOGLE [7 Facevook [ My DPAC Account

7 STATE EMERGENCY RESPONSE APPLICATION

LOGIN REQUIRED

nnnnnnnn

sssssss
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State Emergency Response Application
Progress

Progress to date includes:

o Access for all NCEM senior o Working to include:

staff, Branch Managers, Area o all sworn officers with SBI
Coordinators; o FBI
o 75 counties of County EM o DHS responders

coordinators;
o 50 counties of First responders;
o Including Law Enforcement,
o Fire (determined by county),
o 911

o All State Highway Patrol
Troopers;
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School Plan in SERA

STATE EMERGENCY RESPONSE APPLICATION Welcome hsmorgan

CATEGORY COUNTY SCHOOL BUILDING FLOOR
K-12 Schools £3 Burke €3 Robert Patton High School € M™an £3 First Floor (v ]

PROFILE

¢ Turn buildings on/off
CONTACTS
¥ Turn all asset layers on/off

RESPONSE/RECOVERY > 3 2 i BUILDING ACCESS

Flooding

Response

The School Administrator will initiate appropriate immediate
response actions, which may include shelter-in-place, evacuate
building, or off-site evacuation.

The School Administrator will call 911 and will describe the
nature and extent of the flooding.

The School Administrator will keep a battery-powered radio
tuned to a local radio station for information.

If the School Administrator issues evacuate building or off-site
evacuation action, staff and students will evacuate affected
buildings using prescribed routes or other safe routes to the
designated assembly area.

In the event of an evacuation, Teachers will bring their student
roster and take attendance at the Assembly Area to account for
students. Teachers will notify the School Administrator
immediately of any missing students.

The School Administrator will notify appropriate school district

INTERIOR BUILDING LOCATIONS ©
INTERIOR / ADJACENT UTILITIES ©
INTERIOR FIRE PROTECTION [}

(+]

M EXTFRIOR LITILITIES
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Correctional Facilities Risk Management
Plan (CFRMP) Progress

Progress to date includes:

All Correctional Facilities are in the system;

Establishment of assets within Correctional Facilities buildings;

O

o Acquisition of all floor plans for all Correctional Facilities;

O

o Correctional Facilities Risk Management Planning Tool — In Production;

Next Steps
o Include missing structures because of age.
o Work with Correctional Facilities to incorporate other needs
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Summary of CFRMP Roles

Super Administrator: Contributors:
NC Office of Risk Management staff have can be assigned by the Author or above to
permissions to the overall system for IT any plan to assist with the data entry.
administration issues.
Reviewers:
Facility Admin: can comment on all pages of the plan. The

plan becomes available for review after the
data has been entered into the plan by the
Authors and Contributors, and the Author
has submitted the plan for review.

have access to view all plans for the
facility. Plans can be exported for review at
any time. Use the Administration tool to
search for users and assign them to plans.

Author:

responsible for the oversight of the plan,
including submitting the plan for review,
and publishing the plan.
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Correctional Facilities Risk
Management Planning — Profile

Institution Level Planning

« Events for the entire campus
to include:

external gather points.

Procedures for outdoor
locations

Contacts for outdoor
procedures

Communications for
outside of the buildings,
etc..

Building level Planning

« Events for specific buildings to
Include:

= Assets within the building

s Processes for locations
within the buildings

= Contacts for specific
buildings

= Communications within a
structure

DEI 'MENT OF PUBLIC SAFETY
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Sera Prisons Example
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External Operations

CORRECTIONAL FACILITY RISK MANAGEMENT PLAN Weicome hsmorgan

Central Prison

Et el Bpesations
and Staging:

4 O |nstitution Plan Central Prison o

9 Institut

» O |Institut Irc

2] External Operations and Staging

» ® R e 8 ery Medis Rescue  Helicopter
Staging Staging Landing
Zone

R

‘~c,er2ral-$/om7‘l;$n«_\ -~
"é\uce Env.‘é{ ajma; !m}!k
.} S

o
< M N ten nc

Exterior Utilities

Exterior Fire Protection
Exterior Access

Exterior Safety

Exterior Other

Exterior Hazardous Materials
Fire Evacuation

Plan Section Progress 7 >
Contained Incident

) Not Started  In Progress () Complete
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SERA_prisons

State Emergency Response Application
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https://sera.nc.gov/sera_prisons/CF.html

State Emergency Response
Application- Prisons Progress

Next Steps
 Prisons- and Juvenile
Justice

Working through details of
version two with upgrades

Working to tie the two systems
together so when the
correctional facilities are open
to all SERA users people
outside the system will know

[NAC P .
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Correctional Facilities Risk Management Initiative —

Hazards
- Natural - Accidental - Intentional
= Earthquake = Aircraft Crash « Active Shooter
= Flooding = Building Fire « Bomb Threat
= Severe Weather = Chemical Release  Explosion
= Tornado = Explosion * Fighting/Riots
= Wildfire  Hostage/Kidnapping
= Animal Disturbance  Others.......

» Food-borne Iliness

= Missing Person or
Death

= National Incident or
Military Conflict

= Out of Control person

» Serious Medical
Emergency

= Others.........

North Carolina Emergency Management
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SERA: Functionality

As facilities update information in their profile, location, building assets and response/procedure
activities through the CFRMP, there is a live update to the SERA for use by first responders and law
enforcement

[ State Emergency Respo X | (o= l=l@] = |
& > C [ @ secure | nttps//serancgovyseras P z |
i Apps P PandoralntemetRac (O] OutlookWebApp || Risk || Work HR || work || services || Conferences [ ncaug 175 Dashboard-123Con G GOOGLE [3 Facebook (@ My DPAC Account events || Working [ Local Information (3 MylDCare - SignIn » Other bookmarks

STATE EMERGENCY RESPONSE APPLICATION Welcome hsmorgan

CATEGORY SCHOOL
K-12 Schools € Nash €3 Nash Central High School

BUILDING FLOOR

€2 First Floor

EaN

T A Change Basemap [ Map Layers €
PROFILE - N, " _
. ) D | ¢

Nash Central High School £1008 b1 ane | - A= »

4279 Nash Central High Rd. Rc

PROFILE (+

School Profile

CONTACTS -

Principal: Victor Ward PROFILE

Current Enrollment:
Number of Staff:
Grades Served:

viward@n
CONTACTS
CONTACTS 250.4517

Assistant Principal: Brenda Flora

[SEI YN Active Shooter
=

School Resource Officer: Orah Pierce

Administration:

olpierced

2524512¢ 1. Activate lockdown procedure
2524288 2. Call 977 and provide all known details:

Assistant Principal: Kevin Leonard

Number of intruders and any description

Number of known hostages

Type of weapon used

Any demands made

Number of known students/staff injured
Description of area

Staff should remain on the phone to provide updates and
additional information.

Assume command in the office, if safe to do so.
Retrieve Critical Incident Response Kit (black box).
Account for all students/staff/visitars.

Wait for law enforcement who will initiate Rapid
N0 Deployment per State Guidelines.

2 Nntifu Sunarintandant/dacianaa Puhliec Infarmatinn Officar

Assistant Principal: Kimberly Newkirk

RESPONSE/RECOVERY

e o 6 o o © o

° o o o
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SERA: Functionality- Campus View

FACILITY TYPE
Prisons

COUNTY FACILITY
6§23 Alexanded % &3 elect Facility

I - | creco conectonal Center

Avery AT P ol
Bertie

3 Buncombe

I; State Emergency Response Application - Correctional Facilities

Anson | Swannanoa Correctional Center For Women
T T AT

BUILDING FLOOR

% @ Frye Dorml &3 First Floor (v |
m First Floor Mezzanine -
e Giliatt Dorm Second Floor

Greenwood Dorm Secend Floor Mezzanine

Chapel
Burke [ Cottage C
l(_:alfjwr:ll - i g?oﬁﬁge B :
COUNTY
FACILITY BUILDING
Alexander] Select Faciit Frye Dorm FLOOR
e : e a
% Craggy Correctional Center Facility
I | Swannanoa Correctional Center For Women
Avery First Floor Mezzanine
) Giliatt Dorm
Bertie

9 Buncombe

T e Ll i i e e e I,
Burke
=
)
Caldwell

[ - [
DPS

DEPARTMENT OF PUBLIC SAFETY

North Carolina Emergency Management

Risk Management Section

Second Floor

Greenwood Dorm

Second Floor Mezzanine

Chapel
Cottage C
Cottage B




Next Steps

New Grant- possibilities for
maintenance
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Upgrades and maintenance

1. EMPG credits for a class each year to meet with
the schools and responders to upgrade the plan.

2. Money to clean up some of the processes and
assist with building maintenance.

3. Work with Power school to incorporate information

4. Work with Higher education to incorporate
information in existing systems

5. Train the remaining first responders

6. Upgrade the buildings that need to be added for all
systems.
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Instructions for NCID Admins
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NCID Security

« County EM determines who has access for the SERA
System.

« There is an administrator tool that provides access and is
controlled by the County EM designee

* Plans are controlled by each school district within the
planning tool.

« Must have an Active Agency NCID
e Must have a local or State Activity Type
« Must change the password every 90 days.

[NAC .
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Instructions for adding or changing NCID
Administrators for your county

Someone from the county, preferably the person that will be the administrator, needs to

open a ticket and request to be an administrator for the county. This person will need to
include all the agencies for which they wish to have administrative privileges.

Service Desk: 919-754-6000
Submit a ticket to our Service Desk:

Once the ticket is received DIT will contact the county manager to describe the request and
get a point of contact. It helps if prior to requesting the ticket, the person gives the county
manager a heads up that NCID will be sending an email. For audit purposes we need an
approval email from the current county manager. Once we receive the go ahead we will
work with the contact to get an account promoted.

Once there is a top-level administrator that person can create and promote other
accounts. NCID can assist with how to do that.

[NAC
m North Carolina Emergency Management
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mailto:dit.incidents@its.nc.gov

Instructions for SERA Admin Tool

Who are your NCID delegated Admin? You need to make sure you have these
people set up correctly with NCID. (if there are questions see step 1)

If you have access to NCID you can pull the existing list from NCID and adjust to
work within the tool import.

Log in to the SERA Admin site with your NCID account:

North Carolina Emergency Management

Risk Management Section


https://sera.nc.gov/seraadmin/

Loading single users into SERA admin

. You must first have permission as an NCID M ‘
. . . CR R Y i srancgoseraadming

AdmlnlstratOr frOm NC RlSk Management. B oApes [) RskMamagement® @ NCDWelomePage [) SchoolRscManage 9§ WeofOT\E0Prod | @ AcGS-Signin @ Emempengy Prepar

If a contact is provided we will add them

as an administrator to the system.
«  You would then be able to log into SERA

and add users as the NCID Admin for your —

division

SERA User1d (NCID):
' Please enter your User Id and Password.
s |
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Once added to SERA as an admin the individual would have the ability to add
users. This is by User ID, Last name, First name, or Email Address (first Button)

eNext is Type, this is either Contains, Begins with, Ends with, or exact Match

eText field is where you would type in either the user ID, name, or email

O | B Seoue | htbpsferancgoysersadinn

o O
5 dpps P Pandoralotemes P B 11 Mucesr oy frat (B Cutiooc et dpp Risk Wark_HR wark sanICes Comferemces ] noaug £3  Dastboerd - 1030: » Cthar bookmarks
SERA User Administration Utility
Uz D * Search type: Comlain: v | Search for; # This toxt.. Search Filler Reswlls 4 oofb
SERA sdmidn SERA Usar Courty Hama Lser i E-Nan Lisar Typa Account Status Oraantration Deisian Saction
Ha Rasults Ta [Cisplay
[ 1
User 1D Y Searchtype: | Contains | Searchfor: % Thistext... ‘ Search ‘
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Bulk Upload tool on the AL0
SERA Admin site. A 5 c

1 |NCID FIPS
2 |gtmuser 939
1. Create an Excel file containing all the people that you wish to 3 |gtmuserb 1
add to the System. Adjust your list to include at least 2 columns of data. 4 | ;5ycd<dy 79
One column has to have the header NCID and has to contain NCID .
usernames of the users you want to add. Another column has to have E

the header FIPS with the corresponding FIPS codes (the county
assigned) for the users. The excel file can have any name, and the file
can have more than these two required columns, but these columns have
to exist with the required data. If any username or FIPS code is wrong, it
will generate an error message for that particular row.

a. If you are not the NCID Delegated admin for a user you are
trying to add, it will generate an error for that user. Here is a snapshot of
a file I created. The user ‘aavsdsdv’ does not exist, so it will generate an

error

North Carolina Emergency Management
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Bulk Upload tool on the
SERA Admin site.

Click on ‘Select Excel File" and
navigate to the file containing the
NCID and FIPS codes. Once the file
is selected, click on the Upload File
button. The rows will be processed,
and you will see error messages, if £ a0 msl e et Fite

any problems occur. Excel File must contain the following columns: NCID and FIPS

Select Excel File

[% SERA User Admi

Bulk Upload Tool

SERAUsers_NCEM_1.xlsx

Results

You can close the window and
verify with some NCIDs you added ————
(using Search) to see if it the right 0 | v No such user n your
user was added to the right county. o

o gtmuserb

« o T 1-3 of 3 items

Pl Export to Excel

gtmuser

Clear All Files

[NAC .
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Contacts

Carla Bissette
919-825-2357
Carla.Bissette@ncdps.gov

Hope Morgan

919-825-2336
Hope.morgan@ncdps.gov
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